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Introductions:
Name, Org, Why here?
 1.
Introduction
 Evolution of this training and the Guide
…
 Goals of this training:
How this happened
 How is our stuff different?
●
●
 Ground Rules
…
 Why does cybersecurity 
matter for science?
 Science must be trustworthy and reproducible
 “I’m doing open science… I don’t need 
cybersecurity.”
 Balance is Key:
Risk versus Mission
 Provide Guardrails, not Barriers
Courtesy of Rolf Reinema
Used with Permission
 2.
What is a 
cybersecurity program?
 
 Bottom line:  
 Why approach this programmatically?
 Pillars of a Cybersecurity Program
1. Governance
2. Resources
…
3. Controls
Q&A
 3.
Founding a program
 Section 3 Outline
Critical Caveat:
Resources
Governance
Controls
 Critical Caveat:
Project Phase, Size, and Complexity
 Project Phase, Size, Complexity
…
●
●
 Project Phase, Size, Complexity
 3.a.
Resources
 Resources: 
First Steps
 Resources: Budget
●
○
●
●
●
 Resources: People
 Resources: People
●
●
●
●
●
 Special Topic:
Shelfware
 Beware of Shiny Objects
Q&A
 3.b.
Governance
 Governance: 
First Steps
Governance: Relationships... 
… play a key role in a cybersecurity program
Project Relationships 
 You are not alone
Challenges of CI projects
●
●
●
●
●
Opportunities in CI Projects
“I’ve got your back”  
●
●
●

Governance: Requirements
NSF Cooperative Agreements
Information Security Requirement 
●
●
●
Articles in Supplement to CA-FATC LF and CA-FATC FFRDC:
Articles in Supplement to CA-FATC LF and CA-FATC FFRDC:
Articles in Supplement to CA-FATC LF and CA-FATC FFRDC:
●●
●
●
●
●
●
●
●
●
●
●
●
●
●●
 Governance: Sound, sane risk-based 
decision making
 AFCEA’s The Economics of Cybersecurity
John Gilligan, fmr USAF CIO, now CIS
 “If the highest aim of a captain were 
to preserve his ship, he would keep it 
in port forever.” 
- Thomas Aquinas
 Governance: 
Roles and Responsibilities
●
●
●
 Governance: 
Importance of Project Leadership
●
●
●
●
 Governance: 
Two Key Leadership Roles
 Special Topic:
Policy Development
 Policy Development
●
●
Craig’s Policy Life Cycle:
  
The policy valley of death
How much policy is enough?
Policies we’ll highlight
●
●
●
●
●
…
…
Templates!!!
Master Information Security 
Policy & Procedures (MISPP)
●
●
●
●
●
●
● …
Acceptable Use Policy (AUP)
●
●
●
●
●
●
……
Incident Response Policy
●
●
●
●
●
●
Access Control Policy
●
●
●
●
A note about privacy policies...
●
●
● …
●
●
Policy Development: Tips, Gotchas
●
●
 Special Topic:
Project Management
 Program and Project Management
…
 Special Topic:
Risk Management 
Frameworks
Risk!
Risk-based approaches?
●
●
●
●
●
●
 Why risk management?  Flexibility.
…
 Why avoid the existing risk management 
frameworks?  Expense and inflexibility.
 
…
 Alternative
Q&A
 3.c.
Controls
 Controls: 
First Steps
 What to choose?
 
 1. Prioritized!!! (See, esp., Pescatore, Back to Basics: Focus on the First 
Six CIS Critical Security Controls)
2. Developed in a diverse, practitioner heavy 
environment.  E.g., NSA involved. (See, 
https://www.sans.org/critical-security-controls/history)
3. Updated frequently.
4. Testable and provable. (The plaintiffs bar and regulators will 
prefer this. So will technologists, engineers, and scientists.) 
5. Good enough for Kamala Harris! (See, 2016 California Data 
Breach Report. The CSC’s have the potential to become the de facto 
legal standard of “reasonable security” nationally.)
 The First Six
CSC 1: Inventory of Authorized and Unauthorized Devices
CSC 2: Inventory of Authorized and Unauthorized Software
CSC 3: Secure Configurations for Hardware and Software on
Mobile Devices, Laptops, Workstations, and Servers
CSC 4: Continuous Vulnerability Assessment and Remediation
CSC 5: Controlled Use of Administrative Privileges
CSC 6: Maintenance, Monitoring, and Analysis of Audit Logs
 1. Choose reasonably scoped, prioritized, and 
evidence-based baseline control set.
1. Based on systematic study of actual attacks and 
breaches!!
2. Controls selected are those that would have 
prevented the most breaches
3. There are only 8!!! (or potentially 4)
4. Prioritized by how many breaches the control would 
have stopped
5. Clear implementation guidance
 ASD Essential 8 / CIS CSC-6.1 Cross Walk
Application Whitelisting
CSC 2.2: Inventory of authorized and unauthorized software: Application Whitelisting
Disable untrusted MS Office Macros (may be less important for science)
CSC 2.2: Inventory of authorized and unauthorized software: Application Whitelisting
Patch Applications
CSC 3.1: Secure configurations for hardware and software: Refresh/update application versions
CSC 4.5: Continuous vulnerability assessment and remediation: Deploy automated patch management
CSC 18.1: Application software security: Install latest version and all relevant patches
User Application Hardening
CSC 3.1: Secure configurations for hardware and software: Install hardened version of applications
CSC 18.4: Application software security: Test applications for common security weaknesses
Restrict Admin Privileges
CSC 5.1: Controlled use of administrative privileges: Minimize administrative privileges 
Multifactor Authentication
CSC 5.6: Controlled use of administrative privileges: Use multi-factor authentication for admin acces
CSC 16.11: Account monitoring and control: Require multi-factor for access to sensitive information
Patch Operating Systems
CSC 3.1: Secure configurations for hardware and software: Refresh/undate OS versions
CSC 4.5: Continuous vulnerability assessment and remediation: Deploy automated patch management
Daily Backup of Important Data
CSC 10.1: Data recovery capability: Frequent, automatic backup for systems with sensitive data
Orange = Original Top 4; Yellow = new additions
 Alan Paller, Director of Research, SANS Institute
8 Aug 2017
 2. Determine relevance, feasibility, and current 
implementation state
 
 …
 Special Topic:
Identifying Information Assets
This is a FOUNDATIONAL control!
“Information Assets”

The ‘CIA’ Triad of Security Objectives
Tips for Identifying Information Assets

Information Asset Details:
●
●
●
○
○
○
●
○
○
○
●
The process for info systems is similar:
Details on information systems:
●
●
●
●
●
●
●
●
Q&A
 Special Topic:
Risk Assessments
 Q: What is a risk assessment?
●
●
●
○
○
○



 Benefits of a Formal Risk Assessment?
●
●
●
●
 Q: Are risk assessments the only way to 
allocate resources well?
 Q: Are semi-quantitative risk 
assessments in the NIST style worth it?
 Tips for carrying out semi-quantitative risk 
assessments (if you just can’t help yourself)
 General Risk Assessment Recommendations
Black swans
G
r
a
y
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Q&A
Anyone want to share experience with risk assessments?
 3.d.
Addressing Project Phase

Case 1… a newly funded facility, in 
construction, kickstarting a program 
Start early and bake it in at the beginning
Case 2… an operational facility, 
kickstarting a program
Pigeon Credit - Ian Burt - CC by 2.0
 4.
Maintaining a program
 Outline of Section 4
●
●
○
○
●
●
●





Who cares about your cybersecurity 
program?
●
●
○
○
○
○
●○
○
○
○
●
Beware of Shadow IT
Inside Users / Personnel:
●
●
●
Outside Users:
●
Training methods matter.
Training:
●
●
●
●
Providing information is only half the job.

Continuous Monitoring
i.e., Appropriately Frequent Monitoring
●
○
●
○
●
○
○
Incident Response
●
○
●
○
○
●
○
○
○
Incident Response Plans
●
●
●
DON’T PANIC
External Resources and Partners
●
●
●
●
●
●
●
●
Using External Security Sources
●
●
○
○
●
○
Q&A
 5.
Evaluating and optimizing a 
program
 Reminder: 
Phase Matters
 What are we evaluating?
Health
Maturity
Susceptibility
Resilience
Compliance
Growth
 A note about existing cybersecurity
maturity models 
 Third Party Evaluations
 Self Evaluations
 The Positives Matter
 6.
Conclusion
 Next steps for the NSF CCoE wrt 
cybersecurity programs
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